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Preface

One of the major new features of UPM is Record Visibility, which organizations can use to restrict
groups and users with specific privileges while providing better data security.

The privileges assigned regulate the functions a user can perform on records—both on specific
records and in general. The access levels determine which records these privileges apply to. For
example, although the privileges may include the capability to delete account records, a user’s
access level determines exactly which records the user can delete.

UPM includes four distinct access levels that are presented in order to increase authority.

VERITEL
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Wider
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Group Specific
Rule

Module
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Figure 1: Hierarchical View of Record Visibility Management
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Module Visibility

Module-level access is the most restrictive of all access levels. It provides read-only or read-write
permission to users for each module residing in the application, as depicted in Figure 2.

Module

Visibility

Figure 2: Module-Level Permissions

Private

This is the default level of access given to each module. With access level set to Private, a user
can perform the following actions:

e View (read) his/her own record.
e Modify (write) his/her own record.
e Delete his/her own record.

Note: Throughout the application, for all access levels, records can be deleted only by the
record’s owner—i.e., the user who has created the record.

If any module has this privilege and there is no rule for that module or no manual sharing
assigned with the user/group, then only those record(s) that are created by that user him/herself
will be visible to that user. Beyond this, a Group Specific Rule and Sharing Rule can also be
applied for that module.
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Public Read

With the access level set to Public Read, all records are made visible to all users in read-only
mode. Hence, a user can perform the following actions:

o View any user’s created record.

e Cannot edit other users’ records, since they would be available in read-only mode.

Note: It is possible to enable record modification by creating a custom rule and/or setting
records to manual sharing.

Public Read-Write

With the access level set to Public Read-Write, all records are made visible to all users in read-
write mode. Hence, a user can perform the following actions:

o View any user’s created record.

e Edit any user’s created record.

Note: In the hierarchical image depicted in Figure 1, Module Visibility is at the bottom of the
hierarchy. That means if there is Public Read-Write permission for any module, there is no
need to set up any rule for that module.
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Controlled By Parent

With the access level set to Controlled By Parent, the access properties of the parent module
are applied to the child (target) module. That means if the parent module has Public Read
access, then for that specific parent record all the child records would be viewable by all users.

To make this clearer, let’'s consider the module Notes. When the module Notes is attached to
the module Prospect (having Public Read permission), all users would be able to view every
note attached by multiple users against a specific prospect. See Figure 3.

Modules
Prospect Notes
(Public Read) (Controlled By Parent)
Prospect Records Notes Records
Note 1 |
| Prospect 1
Note 2 |

| Prospect 2 }\.{

Note 3 |
| Prospect 3

Note 4 |

A
T Can View all user's records T

Users
Can Add/Edit

228 . o

Figure 3: An Example of Controlled By Parent
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Setting Module-Level Access

Here are the steps for setting module-level access:

1. Click on Administration.
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2. On the left panel, under Access Management, click on Record Visibility.
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3. The listing page of Rule Setup opens. Now click on the module name to view the details

page.
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View Record Visibility “ Back / view Record Visibility A 3F
Search Clear Search Saved Searches  Select W/
Select Module Name User Hierarchy Enabled
, -
7 Sales Commissions No
Va Onboarding No
7 Web Syndication No
Vi Products & Solutions No
7 Deal Registration No
7 MDF No
Va eNewsletter Users Email No
/‘ eNewsletter Subscriber Category No
Va Multi-touch Yes
0 v &« < 1 2 3 4 5 & 7 > > (The selected page no:1/7| Total Record:62)

4. Once in the details page of the module, click on Edit to make changes to the module-level
access for the selected module.

View Record Visibility <« Back / View Record Visibility | # | 3E

Edit Sharing Rule Group Specific Rule >

— Record Visibility Information

Module Name: Lead Management Default Access:

Enable User Hierarchy: No

5. Choose the access level as necessary for each module by clicking on the pull-down menu in
the Default Access column. Make your selection, and then click on Save.

Edit Record Visibility “ Back / Edit Record Visibility | # | 3

ar

Save Cancel

Record Visibility Information

Module Name: Lead Management Default Access: | Select v

Select

Public Read/Write

Enable User Hierarchy Public Read
Controlled by Parent
Private

Save Cancel
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User Hierarchy

User Hierarchy enables record visibility of a specific module vertically to its immediate members
in the hierarchy chain either in read-only or read-write mode, depending upon that module’s
assigned accessibility level.

For example, consider the module Campaign Management (assigned access level: Private) as
depicted in Figure 4 below. User types depicted in the figure are channel marketing manager
(CMM), channel partner administrator (CPA), channel partner (CP) and partner marketing
consultant (PMC). When User Hierarchy is enabled for the module, CMMs will be able to view
CPA users’ and CP users’ records in read-only mode (except its own record, which will be
available in read-write mode) under the same vertical hierarchy chain. Similarly, CPAs will be
able to view CP records and so on, but will not be able to view CMM records.

cMM
r'y
//
v
CPA 1 | | CPA 2 | CPA 2
>
7 r'y r'y
" L e
/] y / ¥ / ¥

CcP1 | CcP2 | | cP3 | CcPa | | CP 5 |

>

-

Read-Write permission for own record (By Default)

Only Vertical Approach is applicable

Figure 4: An Example of User Hierarchy

Group Specific Rule

Group Specific Rule is a vertical approach which provides read-only or read-write permission to
groups bound by this rule. Users belonging to those groups gain access to the group’s assigned
permission.

The rule is categorized into three types:

e Group Hierarchy

e Group Based

e Admin Visibility
Note: After assignment of this rule to a group, the PRIMARY group of users belonging to that group
will be affected. Users under Additional Group will not be affected.
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Group Specific Rule

Group Hierarchy ] [ Group Based ] [ Admin Visibility

Figure 5: Group Specific Rule Categorization

Group Hierarchy

Group Hierarchy enables the record visibility of a specific group to its immediate members
vertically in the hierarchy chain in read-write mode.

For example, in Figure 6 below, let's say we have enabled Group Hierarchy initiating from
group CMM for the PMC group for the module Contacts. Considering the hierarchical order of
groups (in the same vertical hierarchy chain) wherein CP reports to CPA, and CPA reports to
PMC, users of group PMC will be able to view user records under groups CPA and CP in read-
write mode. Similarly, CPA will be able to view user records under group CP in read-write mode,
but will not be able to view records under group CPA.

Group: CMM J
F 3
s
1 v
Group: PMC
s
//
v
Group: CPA 1 I | Group: CPA 2 I | Group: CPA 3
ViR
» a F 3
s s
/| v / v 7 ¥y
| Group: CP 1 I Group: CP 2 I | Group: CP 3 I | Group: CP 4 I I Group: CP 5

Read-Write permission allowed

Only Vertical Approach is applicable

Figure 6: An Example of Group Hierarchy
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Group Based

Group Based enables record visibility for its own group members when enabled against a
specific group in read-only mode. A user’s own records would have read-write permission only.

For example, let’'s say we have enabled Group Based in the module Documents for group CP.
In that case, the logged-in user (if he/she is a member of the CP group) can access the records
created by others who are associated with the CP group in read-only mode.

Admin Visibility
Admin Visibility is the highest authority given to any group under Group Specific Rule. This
approach is implemented at both the module level and the group level. If any group has this

privilege, then the users under this group can access all the records of that module with read-
write permission.

For example, if we enable Admin Visibility in the module Accounts for group CMM, then all the
members of group CMM can access all the records of the module Accounts with read-write
privilege.

Setting Group Specific Rule

Here are the steps for setting Group Specific Rule:

1. Click on the top-right dropdown menu and choose Administration.

HIR?EI Administration Dashboard Partners Onboard Enable Market Sell Incentivize Accelerate Reports Q ? % @
Welcome to (/]
@j Access
Portal Administration
,.o@ Users
Gain command and configure your partner portal to accelerate
50 cems the growth of your partner ecosystem.
o%
E Workflow
& connectors
1 2) 3
Alerts o) o .
Al = @ =5 Helpful Tips
o
Set Up Groups Set Up Profiles Create Admin Users 1. Watch the *Portal
" . . Overview Video" to get an

Eslabl\sfh custom Configure pruﬂles, ar Set up, configure, and overview of portal

groups for user roles, to assign to enable new users to navigation and capabilities.

assignment, defining users, contralling their assist with the portal's

the content and data access to tools and setup and ongoing Welcome to

each user can access. functionalities. management. SF ot minatral

o Sl s ey

2. On the left panel, under Access Management, click on Record Visibility.
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\anR?EI Administration Dashboard Partners Onboard Enable Market Sell Incentivize Accelerate Reports Q 2?2 a0
‘ Welcome to (/)
@ ) Access ~
Groups
Gain command and configure your partner portal to accelerate
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Profiles 9 Y p ¥y
Countries
Disabled Countries
1 2
Regions 2 @ p+ Helpful Tips
Tangtaes Set Up Groups Set Up Profiles Create Admin Users 1. Watch the “Pu”rta\
) ) . ) Overview Video" to get an

Eslablls? custom C(I)nf\gule prollles, or Sel:lp, configure, and overview of portal
Import Templates 9“’?"’5 or ser - roles, to asﬁ\gr} to . ena. € r!ew users to navigation and capabilities.

assignment, defining users, controlling their assist with the portal's

the content and data access to tools and setup and ongoing
. I Portal Administrati
Tiers each user can access. functionalities. management. e

Lo ety
=
o Get Need Get Need Get Need
Record Visibility Started Help? Started Help? Started Help?
2. For additional help or
5o Users guidance on all
applications. toals, click on
ol a 5 6 the question mark icon in

3. The listing page of Rule Setup opens. Now click on the module name to view the details

page.

View Record Visibility

Laarit Clasw Sawth Laved lewhes  Leim

i tior Ly | road

ENPATSITEr Suliirtnt CIepory

8|S ININRINTNTN S [N R

2N b

R ]

e T Fecorddl

4. Once in the details page of the module, click on Group Specific Rule to make changes to
the module-level access for the selected module.
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View Record Visibility  Back / View Record Visibility & 3%

Edit  SharingRule  Group Specific Rule >

— Record Visibility Information

Module Name: Lead Management Default Access:

Enable User Hierarchy: No

5. Select the rule category you want to apply, and then click on Save.

Manage Group Specific Rules: Lead Management <~ Back / Manage Group Specific Rules: Lead Management =~ & 3F

Save Cancel

Group Name Group Hierarchy Group Based Admin Visibility
ApprovalFlow O O O

Channel Marketing Managsr J5X (PMM) O O O

Business Plan TestGroup O O O

Partner - Platinum O O O

Channel Partner JSX (PMM) O O O

Partner Marketing Concierge ] O |

80 7eam O O O

Channel Partner Administrator O O O

New Channel Partner O O O

Sharing Rule

Sharing Rule is a horizontal approach to Record Visibility Management which enables sharing of
records to different groups, either by group name or by criteria. Sharing Rule is applied at the
module level.

There are two types of Sharing Rule:

1. Group To Group assignment
2. Criteria Based assignment

Group To Group Assignment

This feature is used to create a rule to assign all records of a group to another group, either in
read-only or read-write mode for a specific module. Records can be assigned to multiple groups
by creating multiple rules for that module.
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Criteria Based Assignment

This feature is used to share records of any group to a specific group for a specific module,
based on one or more criteria, either in read-only or read-write mode. The criteria are applied to
specific fields of that module. Records can be assigned to multiple groups by creating multiple
rules for that module.

Setting Sharing Rule

Here are the steps for setting Sharing Rule:

1. Click on the top-right dropdown menu and choose Administration.

@ WIDGET  adminisiation Dashboard Pariners Onboard Enable Market Sell Incentvize Accelerate Reports Q ? &0
Welcome to o
) Access
Portal Administration
S users
Gain command and configure your partner portal to accelerate
58 oms the growth of your partner ecosystem.
Portal Overview Video ‘Company Overview Video
22 Workfiow
&7 Connectors
1 2 3
Alerts. [o}] o] .
n 2 @ 2, Helpful Tips
Set Up Groups Set Up Profiles Create Admin Users 1. Watch the *Portal
Overview Video" to get an
Establish custom Configure profiles, or Set up, configure, and overview of portal
groups for user roles, to assign to enable new users to navigation and capabilties
assignment, defining users, controlling their assist with the portal's
the content and data access to tools and setup and ongoing [—
each user can access. functionalities. management, o ol Acknin's 7 T I
(il sl

2. On the left panel, under Access Management, click on Record Visibility.

@ WIDGET  administration Dashboard Partners Onboard Enable Market Sell Incentivize Accelerate Reports Q?an
Welcome to o
1) Access ~

Portal Administration

Groups
Gain command and configure your partner portal to accelerate
the growth of your partner ecosystem.
Profiles 9 v P Yy
Portal Overview Video Company Overview Video
Countries

Disabled Countries.

1 2 3)
Regions. ’9;\ @ ’Q+ Helpful Tips
Set Up Groups Set Up Profiles Create Admin Users 1. Watch the "Portal
L
CIEREs N ) Overview Video" to get an
Eslabllsfh custom C‘Tnf\gura pﬁoﬂles. or Set :Ip, configure, and overview of pertal
|mport Templates groups for user roles, o assignto enable new users to navigation and capabiliies.
assignment, defining users, controlling thelr assist with the portal's
the content and data access to tools and setup and ongoing
Tiers each user can access. functionalities. management.
Sy Get MNeed Get Need Get Need
Racord Visibility Started Help? Started Help? Started Help?

2. For additional help or
Se Users guidance on all
applications. tools, click on
the question mark icon in

Gl a 5 6

3. The listing page of Rule Setup opens. Now click on the module name to view the details
page.
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View Record Visibility “ Back / View Record Visibility 2 | 3F
Search Clear Search Saved Searches  Select
Select Module Name User Hierarchy Enabled
Va Sales Commissions No
Va Onboarding No
Vs Web Syndication No
Va Products & Sclutions No
Va Deal Registration No
a MDF No
Va eNewsletter Users Email No
j’ eNewsletter Subscriber Category No
Vs Multi-touch Yes
10 WV & < |1 2 3 4 5 6 |7 = > [The selected page no:1/7| Total Record:62)

4. Once in the details page of the module, click on Sharing Rule to make changes to the
module-level access for the selected module.
View Record Visibility “~ Back / View Record Visibility ~ ® 3¢

Edit Sharing Rule Group Specific Rule >

— Record Visibility Information

Module Name: Lead Management Default Access:

Enable User Hierarchy: No

5. View the list of existing rules which have already been defined. Click Add to create a new
rule.

Manage Sharing Rules: Lead Management “ Back / Manage Sharing Rules: Lead Management = # 3%

Add Cancel =« Return To List

Rule Name Type From Group Criteria To Group Access Action

Lead Sharing Rule Based on Status Based_on_record_owner Channel Partner EX (Gold Partner) Channel Account Manager Read Only Delete | Edit
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6. For Group To Group sharing:

a.
b.

Enter a Rule Name.
Under Rule Type select Based on group.

Select records to be shared at Share from (Group) and select users to share with at
Share with (Group).

Choose the appropriate record access mode, then click on Save to create the rule.

Add/Edit Sharing Rule: Lead Management 4~ Back / Add/Edit Sharing Rule: Lead Management =~ | 3%

Save Cancel

Step 1: Rule Name

Rule Name : *

Description :
y
Step 2: Select Your Rule Type
Rule Type : © Based on group Based on criteria
Step 3: Select Records To Be Shared by Group
Share From (Group) : Select | Clear
Step 4: Select Users To Share With by Group
Share With (Group) : Select | Clear Access Mode : v

Save Cancel

7. For Criteria Based sharing:

a.

® a0 T

Enter a Rule Name.

Under Rule Type select Based on criteria.

Choose criteria from the available fields under that selected module.

Select users to share with at Share with (Group) .

Choose the appropriate access mode, then click on Save to create the rule.

‘Add/Edit Sharing Rule: Lead Management  Back | Add/Ecn Sharing Rule Lead Management & 3%

save | cancel

Step 1 Rule Name

Rule Name *

Oescription
Step 2 Select Your Rule Type
AuleType:  Based an group O) Based on criteria
Step 3: Select Records To Be Shared by Group
Rule Type
Fields, Operator value Action
v A ~ anD Form
add Row
Step & Select Users To Share With by Group
Share With (Group) : Select | Clear Acoess Mode ~
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Manual Sharing

Manual Sharing is the broadest access provided in the hierarchical structure of Record Visibility
Management.

Manual Sharing is applied at the record level. With this approach, we can assign any record to any
user or group with read-only or read-write permission.

How Do | Apply Manual Sharing?

To apply Manual Sharing, go to the details page of a record, and then click on Assign To. The
options for manual sharing will appear, and then you can select the necessary criteria to achieve
the level of sharing required.

Modules for Which Record Visibility Can Be Implemented
Record Visibility can be implemented for the following zones and modules:

Sales: Prospects, Contacts, Accounts, Opportunities, Assets, Tasks, Notes, Documents
Marketing: Products, Campaigns, Assets, Emails, Web Syndication
Profile: Partner Prospects, Partner Contacts, Partner Accounts, User Management

o nh =

CMS module for the top menu
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Module-Level Activity

Module Name

Accounts

Default
Access

AN

User
Hierarchy

AN

Sharing
Rule

<

Group
Hierarchy

AN

Group
Based

AN

Admin
Visibility

AN

Manual
Sharing

AN

Asset Management

Business Plan

Campaign
Management

Contacts

Contracts

Documents

Emails

Engage

Notes

Opportunities

Partner Accounts

Partner Contacts

Partner Prospects

Products

Prospects

Syndication

System Email

Task Management

Tier Management

Training
Management

User Management

AR SR NI N R NI NI NN NI N N AR N NN N NI N N

AN SR NI N R NI NI NI N NN N AN N AR N NI NI N N

AN IR I N NI NN NI N NN NI N N N N N N BN

AN SR NI N R NI N NI N NN N AR N N AR N N NI N N

AN SR NI N R NI N NN NN VAR N NN NI NI N N

ANIANIENIENIENE NN NEN NN NN NN NI N N N N

RN NN N RN N NN RN R NN SN
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